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Public Report 

Cabinet Member 
 
 

Audit and Procurement Committee 21 July 2025 

Cabinet Member for Policing and Equalities 28 July 2025 
 
Name of Cabinet Member:  
Cabinet Member for Policing and Equalities - Councillor A S Khan 

 
 Director Approving Submission of the report: 
 Director of Law and Governance 
 
 Ward(s) affected: 
 None 
 

Title:  
Annual Compliance Report 2024 - Regulatory & Investigatory Powers Act 2000 (RIPA) 
_______________________________________________________________________ 

Is this a key decision? 
No 
_______________________________________________________________________ 

Executive Summary: 
 
The Regulation of Investigatory Powers Act 2000 (RIPA) enables the Council to use covert 
surveillance; covert human intelligence sources (CHIS); and the acquisition of service use 
or subscriber information in relation to communications data in a manner that is compatible 
with Article 8 of the European Convention on Human Rights governing an individual’s right 
to respect for their private and family life, home and correspondence. 
 
The Council uses powers under RIPA to support its core functions for the purpose of 
prevention and detection of crime where an offence may be punishable by a custodial 
sentence of 6 months or more or are related to the underage sale of alcohol and tobacco. 
There are three processes available to local authorities under RIPA: the acquisition and 
disclosure of communications data; directed surveillance; and covert human intelligence 
sources (“CHIS”). 
 
The Act sets out the procedures that the Council must follow if it wishes to use directed 
surveillance techniques or acquire communications data in order to support core function 
activities (e.g. typically those undertaken by Business Compliance and Environmental 
Health). The information obtained as a result of such operations, can later be relied upon in 
court proceedings providing RIPA is complied with. 
 
The Home Office Code for Covert Surveillance and Property Interference recommends that 
Elected Members, whilst not involved in making decisions or specific authorisations for the 
local authority to use its powers under Part II of the Act, should review the Council’s use of 
the legislation and provide approval to its policies. The Council adopted this approach for 
oversight of the authority’s use of Parts I and II of the Act. 
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Recommendations: 
 
The Audit and Procurement Committee is requested to: 
 

1) Consider and note the Council’s use and compliance with RIPA. 
 

2) Forward any comments and/or recommendations to the Cabinet Member for 
Policing and Equalities. 

 
The Cabinet Member for Policing and Equalities is requested to: 
 

1) Consider any comments and/or recommendations provided by the Audit and 
Procurement Committee. 

 
2) Approve the report as a formal record of the Council’s use and compliance with 

RIPA. 
 
List of Appendices included: 
 
None 
 
Other useful background papers: 
 
None 
 
Other useful background information: 
 
None 
 
Has it been or will it be considered by Scrutiny? 
 
No 
 
Has it been or will it be considered by any other Council Committee, Advisory 
Panel or other body? 
 
Yes – Cabinet Member for Policing and Equalities on 28 July 2025 
 
Will this report go to Council? 
 
No 
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Report title: Annual Compliance Report 2024 – Regulatory & Investigatory 
Powers Act 2000 (RIPA) 
 
1. Context (or background) 

 
1.1 RIPA governs the acquisition and disclosure of communications data and the use of 

covert surveillance by local authorities. The Council can only use powers under RIPA 
to support its core functions for the purpose of prevention and detection of crime. 
 

1.2 There are different thresholds that need to be met before any surveillance can be 
undertaken. In the case of Directed Surveillance or the use of Covert Human 
Intelligence Sources (CHIS) an offence has to be punishable by a custodial sentence 
of 6 months or more or the offence is related to the underage sale of alcohol and/or 
tobacco. In the case of Communications Data an offence has to be punishable by a 
custodial sentence of 12 months or more (e.g. offences relating to counterfeit goods 
which carry a maximum penalty of 10 years in prison). 

 

1.3 Where the above criteria are met, local authorities can make an application for the 
acquisition and disclosure of communications data (such as telephone billing 
information or subscriber details) or directed surveillance (covert surveillance of 
individuals in public places); and the use of a CHIS (such as the deployment of 
undercover officers). The powers are most commonly used by Business Compliance. 
However, powers can also be used by other Council services if their offences meet the 
serious crime threshold, mentioned in paragraph 1.2 above. 

 

1.4 RIPA and Codes of Practice set out the procedures that local authorities must follow 
when undertaking surveillance. These include approval by Authorised Council Officers 
for Directed Surveillance / CHIS applications to show that the proposed use of the 
powers is “necessary and proportionate”. 

 

1.5 The Council is required to have a Senior Responsible Officer to maintain oversight of 
the RIPA arrangements, procedures and operations. The Council’s Monitoring Officer 
performs this function and is responsible for the integrity of the Council’s process for 
managing the requirements under RIPA. 

 

1.6 Since 1 September 2017, the Investigatory Powers Commissioner's Office (IPCO) has 
been responsible for the judicial oversight of the use of covert surveillance by public 
authorities throughout the United Kingdom. 

 

1.7 2019 saw the implementation of Part 3 of the Investigatory Powers Act 2016 (IPA). The 
introduction of this legislation has seen the most significant change to the acquisition 
of communications data in recent years. The IPA consolidates all existing powers 
available to law enforcement and other agencies. It radically overhauls the way these 
powers are authorised and overseen. The legislation also ensures that the powers 
conveyed are fit for the fast-moving digital age that we live in. The IPA has introduced 
the Office for Communications Data Authorisation (OCDA) which is now responsible 
for independently authorising all applications for communications data. This has 
removed the requirement for local authorities to seek judicial approval for 
communications data. In addition, the legislation has broadened the range of 
communications data available including access to location data. 

https://www.ipco.org.uk/
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1.8 The acquisition of communications data is undertaken through the National Antifraud 
Network (NAFN). They act as the single point of contact for many local authorities and 
ensure the application is RIPA/ IPA compliant. It is NAFN that are audited by the 
commissioners. 

 

1.9 Details of the applications that the Council has made are set out below: 
 
1.9.1 Use of Directed Surveillance or Covert Human Intelligence Sources 

 
For the Period 1 January 2024 – 31 December 2024 

 

The number of applications made for a 
Directed Surveillance authorization 
 

0 

The number of Directed Surveillance 
authorisations successfully granted 
 

0 

The number of Directed Surveillance 
authorisations that were cancelled 
 

0 

The number of Directed Surveillance 
authorisations extant at the end of the 
year 

0 

 

 There were no reported instances of the Council having misused its powers under 
the Act. 

 
1.9.2 Use of Acquisition & Disclosure of Communications Data 
 

No applications for the disclosure of communications data were made during the period 
1 January 2024 – 31 December 2024. 

 
1.10 Statistical Data 
 

The IPCO require annual statistical data each year. The Annual Report of the 
Investigatory Powers Commissioner 2020 (last report at the time of writing, published 
6 January 2022) is published on the IPCO website at the following link: 
https://www.ipco.org.uk/publications/annual-
reports/#:~:text=report%20in%20Parliament.-,06%20January%202022,-
Annual%20Report%202020 . Part 15 provides the findings relating to local authorities. 

 
1.11 RIPA Training 

 
It is recommended good practice to provide RIPA training to all relevant Officers 
periodically. Officers are currently reviewing and refreshing the Council policies 
(including procedural guidance) and it is anticipated that further training would be 
provided to Officers following the completion of the review and update 
workstream.  

https://www.ipco.org.uk/publications/annual-reports/#:~:text=report%20in%20Parliament.-,06%20January%202022,-Annual%20Report%202020
https://www.ipco.org.uk/publications/annual-reports/#:~:text=report%20in%20Parliament.-,06%20January%202022,-Annual%20Report%202020
https://www.ipco.org.uk/publications/annual-reports/#:~:text=report%20in%20Parliament.-,06%20January%202022,-Annual%20Report%202020
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2 Options considered and recommended proposal 
 

2.1 The recommended proposal is that: 
 

 Audit and Procurement Committee consider and note the Annual Compliance 
Report, which sets out how the Council has used its powers during the reporting 
periods of the individual Commissioners. In addition, the Committee is recommended 
to forward any comments or recommendations to the Deputy Leader Policing and 
Equalities; and 

 

 The Deputy Leader Policing and Equalities is recommended to consider any 
comments and/or recommendations from the Audit and Procurement Committee and 
approve the report as a formal record of the Council’s use and compliance with RIPA. 
 

2.2 The only other option is to “Do Nothing” which is not recommended as this would result 
in inadequate oversight and scrutiny by elected members on how the Council has used 
its powers during the reporting periods set out in this report 
  

3 Results of consultation undertaken 
 
3.1 Not applicable 

 
4. Timetable for implementing this decision 

 
4.1 The report will be a formal record of the Council’s use of RIPA in 2024 when approved 

by the Cabinet Member for Policing and Equalities. 
 
5. Comments from the Director of Finance and Resources and the Director of Law 

and Governance 
 

5.1 Financial implications 
 

The Council has budget provision to cover the cost of the training, which will be 
delivered by an external trainer who specialises in RIPA legislation. There are no other 
direct financial implications arising from this report. 

 
5.2 Legal implications 

 
There are no legal implications arising directly from this report. 
 
The powers of local authorities have remained largely unchanged following the 
introduction of the Investigatory Powers Act 2016. However, Officers will continue to 
monitor the operation of RIPA and ensure that any amendments are incorporated into 
the Council’s policy and procedures as appropriate. 
 
Consideration and endorsement by Members, ensures that appropriate scrutiny is in 
place. Consideration of RIPA activity as recommended by the OSC guidance ensures 
that such activity is subject to appropriate scrutiny and authorisations. 
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6. Other implications 
 
Whilst the requirement to obtain judicial / OCDA approval introduced an additional step 
into the process, given the Council's low use of its powers under RIPA, it has not 
resulted in any significant delays for planned operations. Routine patrols, ad-hoc 
observations at trouble ‘hot spots’, immediate response to events and overt use of 
CCTV do not require RIPA authorisation. 

 
6.1 How will this contribute to the achievement of the One Coventry Plan? 

(https://www.coventry.gov.uk/strategies-plans-policies/one-coventry-plan) 
 
As and when judicial / OCDA approval is sought to use these powers, it will help 
support the Council's core aims by preventing and detecting crime associated with 
enforcement activities such as: investigations relating to counterfeiting and fraudulent 
trading activity, or underage sales of alcohol or tobacco. 

 
6.2 How is risk being managed? 

 
The requirement for the Council to seek judicial / OCDA approval for any proposed use 
of its powers under the Regulation of Investigatory Powers Act 2000, as amended by 
the Protection of Freedoms Act 2012 and IPA, reduces the risk of the Council using 
such powers inappropriately or unlawfully. The RIPA (Directed Surveillance and CHIS) 
(Amendment) Order 2012 also restricted local authorities’ ability to authorise directed 
surveillance under RIPA. This will help ensure any evidence gained from such use will 
be admissible in a court of law. 

 
6.3 What is the impact on the organisation? 

 
There is no additional impact on the Council. 

 
6.4 Equalities/EIA 

 
When submitting a request for authorisation to use RIPA, consideration is given to any 
impact on equalities. 

 
6.5 Implications for (or impact on) climate change and environment? 

 
There are no implications on the environment. 

 
6.6 Implications for partner organisations? 

 
There are no implications on partner organisations. 

  

https://www.coventry.gov.uk/strategies-plans-policies/one-coventry-plan
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